on
Technology

March 2004

FMC

FRASER MILNER CASGRAIN v

QUEBEC SUPERIOR COURT PROVIDES DIRECTION ON
THE ENFORCEABILITY OF “WEB-WRAP” AGREEMENTS

On April 11, 2003 the Quebec Superior Court provided guidance
on the validity and enforceability of “web-wrap” agreements in
the case of The Canadian Real Estate Association v. Sutton
(Québec) Real Estate Services Inc. In this decision, the Canadian
Real Estate Association (“CREA”) successfully obtained an
interlocutory injunction to prevent Sutton (Québec) Real Estate
Services Inc. (“Sutton”) from downloading real estate listings
from CREA's well established MLS website, including postings
from other realtors, and uploading such data onto its own
website, without consistently providing the name and contact
information of listing agents. Instead, Sutton would post its logo
as well as the name and contact information of one its own
agents, alongside the information scraped from the MLS website.

CREA took the position that when Sutton accessed the MLS
website, it implicitly consented to the terms and conditions
governing the website as set out in its “web-wrap” agreement,
even if no explicit consent was given. As opposed to “click-
wrap” agreements, whereby a user consents to the terms and
conditions of a website by clicking on an “l agree” or similar
button, “web-wrap” agreements are usually located in a hyperlink
located at the bottom of a website’s homepage or on a side
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panel. In this case, CREA’s terms of use included the following
notable provisions:

e “All materials on this site are copyrighted and are owned
either by CREA or the real estate board who has supplied
the property listings and other data”;

e “By downloading the property listings and data, the user
confirms agreement with, and acceptance of the foregoing
conditions of use”; and

e “Anyone legally licensed to sell real property in their province
or territory may download, transmit and distribute property
ads and the web pages of REALTORS and real estate firms
for the sole purpose of introducing a potential buyer of the
property. Such ads cannot be modified, re-posted or
otherwise used.”

Moreover, despite the fact that CREA used technological
measures to attempt to block Sutton from unauthorized access
to the website, Sutton managed to circumvent such measures
by enhancing it own program, and varying its internet source
address with each request sent to the MLS website.
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Sutton, on the other hand, argued that since it had not expressly
consented to the terms and conditions of the “web-wrap”
agreement by clicking on an “l agree” button, that it had never
consented to the terms and conditions of the MLS website.

The Court ruled that the final determination of the issue would
be set aside for consideration at trial, rather than at the
preliminary stage of an interlocutory injunction. However, the
Court recognized that CREA had a prima facie right to preserve
the integrity of its website. Hence, the Court issued the
interlocutory injunction as the violation of the contractual terms
and conditions of the site was to be discontinued until the
resolution of the matter at final judgment. In making its decision
the Court considered that without the granting of an injunction,
CREA would suffer serious irreparable harm, because realtors
such as Remax Québec Inc., as well as the Chambre
Immobiliere de Montréal, had threatened to stop sending their
listing information to CREA if Sutton did not cease its “illegal”
scraping activities. The Court also noted the fact that Sutton
has similar terms of use on its own website, in which it claims
proprietary rights to all materials displayed on its site, as well as
to the organization and layout, and that it should therefore be
able to recognize the existence and importance of such
agreements.

It should be noted that section 1386 of the Civil Code of Quebec
recognizes that the exchange of consents in the formation of a
contract may be “accomplished by the express or tacit
manifestation of the will of a person to accept an offer to contract
made to him by another person.” It will be interesting to see
how this legislative provision, which is consistently applied to
traditional contracts, will effect the outcome of the enforceability
questions surrounding the “web-wrap” agreement.

Although the Court may not have definitively settled whether
“web-wrap” agreements are in fact enforceable in Quebec, the
decision rendered in The Canadian Real Estate Association v.
Sutton (Québec) Real Estate Services Inc. has summarily ruled
on the importance of respecting such agreements and has set
the stage for the resolution of a very interesting question.

ALBERTA PRIVACY LEGISLATION UPDATE

As recently reported in the October, 2003 edition of Focus on
Technology, virtually all private businesses and organizations in
Alberta are now for the first time subject to private sector privacy
legislation. Alberta’s Personal Information Protection Act (“PIPA”)
was passed in December, 2003 and was proclaimed into force
on January 1, 2004. A number of amendments from the original
bill were made prior to passage, including:

e In the original draft bill, information collected on potential
employees for recruitment purposes would have to be
returned or destroyed if the person was not hired. This
provision has been deleted and the information may be
retained for as long as required by legitimate business or
legal purposes;

e with respect to “personal employee information”, there is
now also a requirement to provide reasonable notification
to an employee that information is going to be collected,
used or disclosed and the purposes for which it is to be
collected, used and disclosed; and

e for the purposes of PIPA, where an organization engages
another person to perform services on its behalf, the
engaging organization is responsible for that person’s
compliance with PIPA with respect to those services.

In addition, the Personal Information Protection Act Regulation
has been passed and addresses such matters as (1) the types
of information that are considered to be “publicly available” for
the purposes of exceptions to the requirement of consent to
collection, use and disclosure, and (2) processes relating to the
charging of fees.

The federal Personal Information Protection and Electronic
Documents Act (“PIPEDA”) will not apply if PIPA is determined
to be substantially similar to PIPEDA. At this point in time, no
formal determination has been made regarding this point. In
any event, should organizations have operations outside of
Alberta, they will be subject to PIPEDA in those jurisdictions,
except in Quebec and British Colombia which each have their
own private sector privacy legislation.
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This newsletter is designed to supply brief details of recent legislative or other initiatives of interest and some commentary. The summaries and comments
provided are, of necessity, brief and should not be relied upon as legal advice. We encourage you to contact any member of this group at any of our offices
for further details or advice in the context of a particular situation.
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